
 

 
 

Version No 2  Page 1 of 18 
POL-F-IMT-6 

 

Information Risk Policy 
Document Control Sheet 

Q Pulse Reference Number POL-F-IMT-6 

Version Number  V02 

Document Author Information Governance Manager 

Lead Executive Director Sponsor Director of Finance and Resources 

Ratifying Committee Finance Committee 

Date Ratified 01 September 2014 

Date Policy Effective From 01 September 2014 

Next Review Date  01 September 2017 

Keywords  Access control; Business critical information; 
Encryption; Information technology; Network; 
Personal data; Removable media devices; 
Virtual Private Network (VPN);Integrity 

Unless this copy has been taken directly from the Trust Quality Management site (Q-
Pulse) there is no assurance that this is the most up to date version.  

This policy supersedes all previous issues.   



Information Risk Policy 

Version No. 02   Page 2 of 18 
POL-F-IMT-6 

 

Version Control - Table of Revisions 
All changes to the document must be recorded within the ‘Table of Revisions’.  

Version 
number 

Status Document 
section 

Description of change and reason (e.g. initial 
review by author/ requested at approval group 

Author/ 
Reviewer  

Date 
revised 

0.1 Draft All First Draft IG Manager Dec 2009 

0.2 Draft All Incorporating comments from IGWG IG Manager Dec 2009 

0.3 Draft All Following comments from Policy sub group IG Manager Feb 2010 

01 Final All Ratified by Board IG Manager March 2010 

1.1 Draft All Minor formatting changes IG Manager Jan 2012 

1.2 Draft All Reviewed by Policy review group-no changes IG Manager Mar 2012 

02 Final E&D 
Document 
control 

E&D section moved 
Document control section moved to end 

IG Manager May 
2012(upload
ed to QPulse 
in Nov 2016) 

02 All Draft Updated in line with DNV recommendations and 
sections re-ordered with new monitoring table. 
Updated directorate names, job roles and 
responsibilities. 

IG Manager May 
2014(upload
ed to QPulse 
in Nov 2016) 

02 Draft All New policy template IG Manager August 2016 

      

      

      

      

 

This page should not be longer than one single page. 

  



Information Risk Policy 

Version No. 02   Page 3 of 18 
POL-F-IMT-6 

 

Table of Contents 

1. Introduction 5 

2. Purpose 6 

3. Scope 7 

4. Duties - Roles & Responsibilities 7 

4.1 Trust Board 7 

4.2 Chief Executive 7 

4.3 Director of Finance and Resources 7 

4.4 Senior Information Risk Owner (SIRO) 7 

4.5 Directors  8 

4.6 IAOs  8 

4.7   Information Asset Administrators (IAAs) 8 

4.8   Information Governance Working Group (IGWG) 8 

4.9   Information Governance Manager 8 

4.10   All staff 9 

5. Glossary of Terms 9 

6. Policy Content 10 

6.1 Information Risk Management Programme 10 

6.2 Information Risk Mitigation 10 

6.3 Plan, Do, Check and Act 11 

6.4 Escalation paths 11 

6.5 Monitoring and further mitigation 11 

6.6 Information Assets 12 

7. Training Required for Compliance with this Policy 12 

8. Equality and Diversity 13 

9. Monitoring Compliance with and Effectiveness of this Policy 13 

9.1 Compliance and Effectiveness Monitoring 13 



Information Risk Policy 

Version No. 02   Page 4 of 18 
POL-F-IMT-6 

 

9.2 Compliance and Effectiveness Monitoring Table for this policy 14 

10. Consultation and Review of this Policy 15 

11. Implementation of this Policy 15 

12. References 15 

13. Associated Documentation 16 

14. Appendices 17 

14.1 Appendix A Process Flowchart 17 

 

 

  



Information Risk Policy 

Version No. 02   Page 5 of 18 
POL-F-IMT-6 

 

1. Introduction 
It is the policy of the Trust to ensure that: 

• Information is protected against unauthorised access. 

• Confidentiality of information is assured. 

• Integrity of information is maintained. 

• Regulatory requirements and legislation are met. 

• Information technology systems are used in a manner that prevents the 
release of information (by accident or deliberate/criminal act), ensures their 
safe use and avoids damage to the specific system or any other system to 
which it is connected.  

• Information that can be used to identify a person including confidential 
information about that person, business information and confidential business 
information is restricted to authorised users only. 

• Business continuity plans are produced, maintained and tested. 

• Information security training is available to all staff. 

• All breaches of information security, actual or suspected, will be reported to 
and investigated by appropriately trained individuals within the Trust, and 
notified to the Trust Information Governance Manager. 

The lawful and correct treatment of personal information is very important to the 
successful delivery of health care services and to maintaining confidence in the 
organisation as a whole. To this end all staff will adhere to the Principles of the Data 
Protection Act 1998, Caldicott Guidelines, Human Rights Act, all other relevant 
legislation, this policy document and any relevant professional codes of practice 
including: 

• Information Security Management NHS Code of Practice 

• IGA NHS Code of Practice 

• Confidentiality NHS Code of Practice 

In addition care will be taken, particularly with confidential clinical information, to 
ensure that the means of transferring it from one location to another are as secure as 
they can be. ‘Safe Havens’ will be used wherever possible. 

 

The Trust will comply with the following legislation and other legislation as 
appropriate: 
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• The Data Protection Act (1998) 

• The Data Protection (Processing of Sensitive Personal Data) Order 2000 

• The Copyright, Designs and Patents Act (1988) 

• The Computer Misuse Act (1990) 

• The Health and Safety at Work Act (1974) 

• Human Rights Act (1998) 

• Regulation of Investigatory Powers Act 2000 

• Freedom of Information Act 2000 

• Health & Social Care Act 2000 

• Fraud Act 2006 

• Crime and Disorder Act (1998) 

• Access to Health Records Act (1990) 

2. Purpose 
This top-level Information Risk Policy is a key component of Trust overall information 
security management framework and should be considered alongside more detailed 
information security documentation including, system level security policies, security 
guidance and protocols or procedures.  

The Trust regards all identifiable personal information as confidential except where 
national policy on accountability and openness requires otherwise. 

The key statutory requirement for NHS compliance with information risk 
management principles is the Data Protection Act, and in particular its seventh 
principle. The Act provides a broad framework of general standards that have to be 
met and considered in conjunction with other legal obligations. The Act regulates the 
processing of personal data, held both manually and on computer. It applies to 
personal information generally, not just to health records, and therefore the same 
principles apply to records of employees held by employers, for example in finance, 
human resources and occupational health departments. 

Non-personal, non-confidential information on the Trust and its services should be 
available through a variety of media in line with the Trust’s FOI Publication Scheme. 

Personal information will not be transferred outside of the European Economic Area. 

The Trust will undertake or commission regular audits to assess its compliance with 
legal requirements. 
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3. Scope 
This policy covers all sites and systems operating and utilised by the Trust.  

The policy applies to any individual employed, in any capacity, by the Trust, 
volunteer or contractor who holds a Trust domain account. 

Other agencies and individuals working with the Trust, and who have access to 
personal information, will be expected to have read and comply with this policy.  It is 
expected that departments / sections who deal with external agencies will take 
responsibility for ensuring that such agencies sign a contract agreeing to abide by 
this policy. 

4. Duties - Roles & Responsibilities 
4.1 Trust Board 

The Trust Board is collectively responsible for ensuring that the information risk 
management processes are providing them with adequate and appropriate 
information and assurances relating to risks against the Trust’s objectives. 

4.2 Chief Executive 

Responsibility for information risk rests with the Chief Executive, as Accountable 
Officer.  

4.3 Director of Finance and Resources 

The Director of Finance and Resources is the Sponsor of this Policy and has overall 
responsibility for the development and regular review of policies within their areas of 
responsibility. 

4.4 Senior Information Risk Owner (SIRO) 

Responsibility lies with the Director Finance and Resources. The SIRO is 
responsible for: 

• Acting as an advocate for information risk on the Board and in internal 
discussions and provide written advice to the Accountable Officer on the 
content of the annual Statement of Internal Control (SIC) in regard to 
information risk. 

• Owning the organisation's overall Information Risk Policy and risk assessment 
processes and ensuring they're implemented consistently by Information 
Asset Owners (IAO) and their support staff. 

• Leading and fostering a corporate culture which values, protects and uses 
information for the success of the organisation and benefit of its customers. 

• Owning the organisation's information incident management framework and 
review and agree action in respect of identified information risks. 
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4.5 Directors  

Each Director will be designated with risk / data ownership for information assets 
under their control at Directorate level and they will in turn identify Service / 
Departmental Risk / Information Asset Owners (IAOs). 

4.6 IAOs 

• Leading and fostering a staff culture which values, protects and uses 
information for the success of the organisation and benefit of its customers i.e. 
patients. 

• Knowing what information comprises or is associated with the asset, what 
enters and leaves it and why. 

• Knowing who has access to the asset, whether system or information, and 
why, and ensuring access is monitored and compliant with policy. 

• Understanding and addressing risks to the asset, and providing assurance to 
the SIRO. 

• Ensure the asset is fully used for the public good, including responding to 
requests for access from others. 

• Notifying the Information Governance Working Group of any changes to 
existing assets and ensuring that new information assets are added to their 
baseline and any redundant assets removed 

4.7   Information Asset Administrators (IAAs) 

Responsible for day-to-day management of information risk for their asset on behalf of the 
IAO. 

4.8   Information Governance Working Group (IGWG) 

The group is responsible for: 

• Communicating identified risks and their assessed impacts on the 
organisation and suggested mitigation to the SIRO and Compliance and Risk 
Committee.  

• Developing, maintaining and implementing the Information Risk Policy and 
procedures across the Trust ensuring that they meet national and legislative 
requirements in relation to information risk. 

• Monitoring progress of information risk against the Information Governance 
Toolkit (IGT). 

• Developing standards and guidance relevant to information security. 
• Promoting awareness of information risk issues. 
• Ensuring information risks and incidents are identified, logged, actioned and 

monitored routinely 

4.9   Information Governance Manager 

Information risk on a day to day basis is the responsibility of the Trust’s Information 
Governance Manager, with support from the IT Systems Manager and the Head of 
Risk & Claims. However, complying with the requirements of information risk is an 
organisation-wide responsibility. 
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• The Information Governance Manager will provide support and guidance on 
the implementation of information governance and information risk 
management to the SIRO, Directors, Service Leads, Head of Risk and Claims 
and IAOs. 

• Collating all identified information risks and maintaining the organisations 
Information Governance Risk Log 

4.10   All staff 

All staff have a responsibility to: 

• Comply with security procedures. 
• Maintain data confidentiality and integrity. 
• Undertake training in line with the requirements of their role. 
• Bring to their line manager or security lead areas of concern around 

information risk. 
• Ensure the operational security of all systems they use and that there is no 

breach in information security as a result of their actions. 

5. Glossary of Terms 
This policy uses the following terms: 

Term Description 

Consequence The outcome of an event or situation, expressed qualitatively 
or quantitatively, being a loss, injury, disadvantage or gain. 
There may be a range of possible outcomes associated with 
an event. 

Impact The adverse change to the level of business objectives 
achieved. 

Information Security 
Risk 
 

The potential that a given threat will exploit vulnerabilities of 
an asset or group of assets and thereby cause harm to the 
organisation. It is measured in terms of the likelihood of an 
event and its consequence. 

Likelihood 
 

A qualitative description or synonym for probability or 
frequency. 

Risk Can be defined as the chance that something will happen 
that will have an adverse impact on the achievement of the 
Trusts aims and objectives.  It is measured in terms of 
consequence and likelihood. 

Risk avoidance The decision not to become involved in, or action to withdraw 
from a risk situation. 

Risk Communication The exchange or sharing of information about risk between 
the decision maker and other stakeholders. 

Risk Estimation The process to assign values to the probability and 
consequence of a risk 

Risk Identification The process to find, list and characterise elements of risk. 
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Term Description 

 
Risk Management Is concerned with ensuring that risks are recognised and 

their impact on the Trust is assessed in order that the 
appropriate resource can be channeled to minimise or 
eliminate any potential loss. 

Risk Management 
Process 

The systematic application of management policies, 
procedures and practices to the tasks of establishing the 
context, identifying, 10nalyzing, evaluating, treating, 
monitoring and communicating risk. 

Risk Reduction The action taken to lessen the probability, negative 
consequence or both, associated with risk. 

Risk Retention The acceptance of the burden of loss or benefit of gain from 
a particular risk. 

Risk Transfer The sharing with another party the burden or loss or benefit 
of gain for a risk. 

Risk Treatment The selection and implementation of appropriate options for 
dealing with risk. Conceptually, treatment options will involve 
one or a combination of the following five strategies: 

• Avoid the risk. 
• Reduce the likelihood of occurrence 
• Reduce the consequences of occurrence 
• Transfer the risk  
• Retain/accept the risk 

6. Policy Content 
6.1 Information Risk Management Programme 

 
6.1.1   An Information Risk Management Programme must be aligned to the Trust 
business plan to support individual objectives and ensure they are adequately 
resourced. 

 

6.1.2 The Risk Management Programme should cover: 
• The balance between level of risk, tolerance of risk and the effort being 

used to manage the risk. 
• Identification of gaps between the current and target risk positions. 
• Progress being made against agreed information risk priorities. 
• The effectiveness of the risk management controls including successes 

and failures. 
 

6.2 Information Risk Mitigation 

6.2.1 Risk mitigation must: 
• Be commensurate with the level of the risk – it does not need to remove 

the risk. 
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• Be kept simple so it is manageable and can be communicated to staff. 
• Include monitoring and reporting on the ongoing level of information 

failures and security breaches so the effectiveness of the protection being 
achieved can be assessed. 

6.2.2 Risks must be assessed in terms of general level of harm that could be 
reasonably caused if information were to fail or be compromised. Mitigation 
should take the form of a wide range of controls directed at reducing the 
likelihood of an information failure and reducing the amount of harm a failure 
could cause. 

6.2.3 Controls covering both will reduce the likelihood of failure and reduce the 
amount of harm and will enhance overall mitigation. ‘Good Practice’ controls 
should be identified, these must be easy for staff to understand and apply. They 
must be supplemented with customised controls for specific higher risk 
circumstances. 

 
6.3 Plan, Do, Check and Act 

6.3.1 A risk based approach means there will always be some level of risk that will 
be tolerated.  Controls must be applied under constraints of: 

• Expertise 

• Cost 

• Effort 

• Practicability 

6.3.2 Sometimes these will be in phases or as opportunity allows. The ‘Plan’ aspect 
and ‘Do’ aspect must to be supported by ‘Check’ and ‘Act’. This will ensure that 
required controls have been implemented adequately and that action plans are in 
place to address shortfalls. 
 
6.4 Escalation paths 
 
6.4.1 Escalation paths will be used for situations where the information risk owner 
and specialists cannot agree on the controls required or the timescales. 

 
6.5  Monitoring and further mitigation 
 
6.5.1All incidents that constitute a loss of information which could potentially lead to 
a breach of patient confidentiality are to be reported directly through the Trust Risk 
Management Process. The Trust Information Governance Manager will instigate 
investigation procedures to try and establish the nature and potential threat of the 
incident.  

6.5.2 Incidents could involve:  

• Loss of hardware.  
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• Virus attack. 

• Unauthorised access.  

• Misuse of system/privileges. 

6.5.3 The Trust needs to monitor for protection failures so they can deal with 
incidents and contain the harm these cause. Analysis of incidents will support the 
Trust in understanding the real level of risk being experienced and in adjusting the 
controls in place.  

6.5.4 The dynamic nature of evolving information use and technology require regular 
re-evaluation of risk and controls to ensure these do not grow out of hand or 
constrain operational effectiveness or exceed risk tolerance levels. The Compliance 
and Risk Committee will ensure that it understands and accepts the aggregate 
information risk position to ensure that the Trusts information protection obligations 
are being fulfilled. 

 
6.6 Information Assets 

 
6.6.1 All new projects (new systems, new services, staff moves) within an IAO’s area 
of responsibility must be have an IG risk assessment carried out and potential  a 
Privacy Impact Assessment (PIA) undertaken. The PIA will be undertaken by IAO 
with support the Information Governance Team. The specialists will also support 
asset owners in undertaking PIAs on existing areas if required. 

6.6.2 The IAO will ensure every system, holding information in their responsible 
areas has a designated system administrator. The System Administrator must have 
in place procedures to: 

• Add and remove starters and leavers. 

• Audit and check user’s system access level. 

• Ensure users follow protocols governing use of the system.  

Information Asset Owners will be expected to review their 
assets/controls/progress/incidents whenever a change is applied.  

7. Training Required for Compliance with this Policy 

• All staff to receive Mandatory Information Governance Training on an 
annual basis. 

• The SIRO will complete annual on-line SIRO training 
• The IAOs will receive one-off face to face workshops 
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8. Equality and Diversity 
The Trust is committed to ensuring that, as far as is reasonably practicable, the way 
we provide services to the public and the way we treat our staff reflects their 
individual needs and does not discriminate against individuals or groups on the 
grounds of any protected characteristic (Equality Act 2010).   

9. Monitoring Compliance with and Effectiveness of 
this Policy 

9.1 Compliance and Effectiveness Monitoring 
Arrangements for the monitoring of compliance with this policy and of the 
effectiveness of the policy are detailed below.  

Monitoring Criterion Response 
Who will perform the 
monitoring? 

Information Governance Working Group 

What are you monitoring? Data Protection Risk Register entries and mitigation 
scores. 
Number of information related incidents.  

When will the monitoring be 
performed? 

Every other month. 

How are you going to 
monitor? 

Via Ulysses reports. 

What will happen if any 
shortfalls are identified? 

Logged in risk registers. 

Where will the results of the 
monitoring be reported? 

Information Governance Working Group. 

How will the resulting action 
plan be progressed and 
monitored? 

The action plan will be progress by the Information 
Governance Working Group and monitored by the 
Compliance and Risk Committee. 

How will learning take place  Learning will be via the action plans and monitored by 
Information Governance Manager. 
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9.2 Compliance and Effectiveness Monitoring Table for this policy 

Process in the 
policy 

Monitoring and audit 
Key Performance 
Indicators (KPI)/ 

Criteria  

Method Who By Committee  Frequency Learning/ Action Plan 

Compliance with 
Trust policy 
template, format 
and ratification 
process 

• Style, format and 
template 

• Explanation of terms 
used 

• Consultation 
process 

• Ratification process 
• Review 

arrangements 
• Control, including 

archiving 
arrangements 

• Associated 
documents 

• Supporting 
references 

• Monitoring section in 
policy 

Assessing all new 
and reviewed 
policies against the 
guidance through 
presentation to 
relevant approval 
groups 
 
 

Author and 
approval groups 

ISWG Ongoing 
 

To be developed as 
necessary 

Monitoring and 
reporting on 
Policy compliance 

0 Number of data loss 
incidents 

Via Safeguard 
reports 

IG Dept and 
IGWG 

IGWG Bi-monthly Add to risk registers 

Mitigation scores 
Risk Register 

Decrease in risk scores Via Safeguard 
reports 

IG Dept and 
IWG 

IGWG Bi-monthly Update risk registers 
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10. Consultation and Review of this Policy 
The original Policy was consulted with members of the Information Governance 
Working Group in December 2009. 

This policy has been reviewed in consultation with: 

• Information Governance Working Group 
 
The Policy will be reviewed every three years unless there are significant 
revisions to be made. 

11. Implementation of this Policy 
This Policy is to be implemented Trust wide through staff briefings, newsletters, team 
brief, divisional meetings 

12. References 
This document refers to the following guidance, including national and international 
standards: 

 
 
Department of Health NHS IG Guidance on Legal and Professional Obligations 
www.gov.uk/government/publications/nhs-information-governance-legal-and-
professional-obligations 

 
NHS HSCIC IG Toolkit 
www.igt.hscic.nhs.uk 

 
NHS Information Risk Guidance 
https://support.mozilla.org/en-US/kb/get-started-firefox-overview-main-features 
 
NHS Confidentiality Code of Practice 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/20014
6/Confidentiality_-_NHS_Code_of_Practice.pdf 
 
Information Security NHS Code of Practice 
http://systems.digital.nhs.uk/infogov/codes/securitycode.pdf 
IGA Records retention schedule 

http://www.gov.uk/government/publications/nhs-information-governance-legal-and-professional-obligations
http://www.gov.uk/government/publications/nhs-information-governance-legal-and-professional-obligations
http://www.igt.hscic.nhs.uk/
https://support.mozilla.org/en-US/kb/get-started-firefox-overview-main-features
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
http://systems.digital.nhs.uk/infogov/codes/securitycode.pdf
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https://www.google.co.uk/search?q=iga+records+management+code+of+practice&ie
=utf-8&oe=utf-8&gws_rd=cr&ei=1ZHiV43zOIzegAal_b-
QAQ#q=iga+records+management+code+of+practice+retention 
 
Caldicott Guidelines 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/19257
2/2900774_InfoGovernance_accv2.pdf 
 

13. Associated Documentation 
This policy refers to the following Trust documents: 

• Data Encryption Policy  POL-F-IMT-2 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.google.co.uk/search?q=iga+records+management+code+of+practice&ie=utf-8&oe=utf-8&gws_rd=cr&ei=1ZHiV43zOIzegAal_b-QAQ#q=iga+records+management+code+of+practice+retention
https://www.google.co.uk/search?q=iga+records+management+code+of+practice&ie=utf-8&oe=utf-8&gws_rd=cr&ei=1ZHiV43zOIzegAal_b-QAQ#q=iga+records+management+code+of+practice+retention
https://www.google.co.uk/search?q=iga+records+management+code+of+practice&ie=utf-8&oe=utf-8&gws_rd=cr&ei=1ZHiV43zOIzegAal_b-QAQ#q=iga+records+management+code+of+practice+retention
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
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14. Appendices 
14.1 Appendix A Process Flowchart  

Quality Assurance Assistant informed of intention to review 
 

Existing Policy 
 

Amendments made using new template 
 

Reformatting only –no consultation 
 

Executive Directors signature obtained 
 

Policy Approval pack completed 
 

Pass to Quality Department (Hard and 
Electronic) 

 

Reviewed by Quality Department  
 

Quality Department add details and upload 
to QPulse 
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Appendix B - Information Governance Risk Management and Assurance 
Framework 

 

 

 

Senior Information Risk Officer (SIRO)    

Director of Finance and Resources                                                            

Responsible for ensuring that information risks are managed 
appropriately 

Information Asset Owner (IAO)                                                         

  Responsible for management of information risk for 
their asset                                                   

Information Asset Administrator (IAA)                                                         

  Responsible for day-to-day management of information 
risk for their asset on behalf of the IAO                                                 
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