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1. Introduction 
 
1.1. This Information Sharing Policy is dedicated to ensuring the absolute security, confidentiality, 

integrity and availability of all person-identifiable information which is to be shared between the 
Trust and any consensual third party organisation. Requests for disclosure of anonymised or 
de-personalised information by any third party organisation is outside the scope of this policy 

1.2. The key statutory requirement for NHS compliance with personal information sharing is the 
Data Protection Act 1998. The Act provides a broad framework of general standards that have 
to be met and considered in conjunction with other legal obligations. It applies to personal 
information generally, not just to health records, and therefore the same principles apply to 
records of employees held by employers, for example in finance, human resources and 
occupational health departments. 

1.3. Non-personal, non-confidential information contained within this service should be available 
through a variety of media in line with the Trust’s FOI Publication Scheme. 

1.4. The Trust will comply with the following legislation and other legislation as appropriate: 
• The Data Protection Act (1998) 
• The Data Protection (Processing of Sensitive Personal Data) Order 2000 
• The Copyright, Designs and Patents Act (1988) 
• The Computer Misuse Act (1990) 
• Human Rights Act (1998) 
• Regulation of Investigatory Powers Act 2000 
• Freedom of Information Act 2000 
• Fraud Act 2006 
• Crime and Disorder Act (1998) 

2. Purpose 
Information sharing is the key to the Government’s goal of delivering better, more effective 
public services. It is particularly important to enable early intervention and prevention, 
safeguarding and public protection. 

2.1. It is important that the public are confident that their personal information is being kept safe 
and secure and that staff maintain the privacy of the individual, whilst sharing information to 
deliver better services. It is therefore important that staff are able to share information 
appropriately as part of their day-to-day work and do so in accordance with the NHS 
Care/Social Care Guarantee. 

3. Scope of Policy 
This policy covers all sites and systems operating and utilised by Trust and where there is a 
need to share personal information outside of the Trust. 

4. Roles and Responsibilities/Duties 
4.1. Corporate accountability for overseeing the implementation of this policy is the Chief Executive 

and Directors.  
4.2. Line managers have a responsibility to: 

• Ensure all current and new staff are instructed in their responsibilities in relation to the 
appropriate sharing and disclosure of information and work in a manner consistent with 
this policy. 

• Provide advice and guidance to staff requiring support in appropriately handling 
information sharing and disclosure. 

4.3. Information Asset Owners (IAO) have a responsibility to authorise/control access to the 
system/information. 

4.4. The Trust Information Governance Working Group (IGWG) have a responsibility to:  
• Deal with enquires, provide advice and guidance to support the appropriate use and 

sharing of personal information. 
• Support the role of the Caldicott Guardian. 
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• Support staff in the Caldicott approval process. 
• Support the development of Information Sharing Agreements. 

4.5. The Caldicott Guardian is responsible for agreeing and reviewing internal protocols 
governing the protection and use of patient-identifiable information, as well as protocols 
governing the disclosure of patient information across organisational boundaries. The 
Guardian is also responsible for the authorisation of access to collections of patient identifiable 
information. 

 
4.6. Information Governance Manager 

• The Information Governance Manager will provide support and guidance on the 
implementation of sharing agreement and will hold all signed copies. 

5. Policy Content 
 
5.1. Caldicott Approval 
5.1.1. The original Caldicott Report, published in 1997, established six principles for NHS bodies 

(and parties contracting with such bodies) to adhere to in order to protect patient information 
and confidentiality. 

5.1.2. The government commissioned Dame Fiona Caldicott to conduct a further Information 
Governance Review (the “Review”) which was published at the end of April 2013. 

5.1.3. Any request for personal confidential data should be justified against the now 7 Caldicott 
Principles before it is released.  Personal confidential data does not necessarily mean name of 
a patient, but any information that on its own, or in combination with other information makes a 
patient potentially identifiable e.g. NHS number, postcode, date of birth, health condition. 

5.1.4. Caldicott approval is required for ‘one-off’ or ad-hoc requests for release of health, social care 
or staff personal information, either internal or external to the Trust and these must be 
considered on a case-by case basis. The Caldicott Procedure details the procedure for 
processing requests to access, use or release patient identifiable data. 

 
5.2. Mapping Data Flows 
5.2.1. The need to map data flows arose from the high profile data losses from some public 

organisations around 2008. Mapping data flows supports organisations to identify, understand 
and manage information risks. 

5.2.2. Organisations are responsible, as part of the IG Assurance Programme, for all flows of person 
identifiable information and must ensure the mapping of flows are updated on a regular basis. 

5.2.3. Any new routine flows must be agreed, before any information is transferred, by the IGWG. 
This should be through the System Compliance with Confidentiality and Data Protection 
Requirements Procedure. They will decide whether to authorise the transfer of this information 
after careful consideration of the content, format and method of transfer. An electronic log will 
be held by the Information Governance Manager of all routine personal information flows 
(based on data flows review). 

5.2.4. Consideration needs to be given as to whether it would be appropriate to set up an information 
sharing protocol/agreement for a particular flow. 

 
5.3. Principles of Information sharing 
5.3.1. The Confidentiality Policy and Code of Conduct discusses the general principles of sharing 

information.  
5.3.2. Information sharing is essential in order to provide effective services and protect the public. 

Information sharing agreements are one way of ensuring that those organisations involved in 
information sharing have considered all the potential information governance issues around 
this sharing and are adhering to the current legal framework around information sharing. 

5.3.3. Not having an information sharing agreement does not mean that information cannot be 
shared. As long as information sharing is being carried out legally, information sharing can 
occur. This approach is supported by the Information Commissioners Office who states that 
“All organisations can accomplish information sharing lawfully by adhering to governing 
legislation and the principles of the Data Protection Act whether an Information Sharing 
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Protocol is in place or not. An Information Sharing Protocol is a useful tool in some 
circumstances. It is not a legal requirement…..An Information Sharing Protocol is a useful tool 
with which to manage large scale, regular information sharing …. It is not a useful tool for 
managing the ad hoc information sharing which all practitioners find necessary” 

5.3.4. To summarise, there are 7 golden rules for information sharing: 
1. Remember that the Data Protection Act is not a barrier to sharing information but provides 

a framework to ensure that personal information about living persons is shared 
appropriately. 

2. Be open and honest with the person (and/or their family where appropriate) from the 
outset about why, what, how and with whom information will, or could be shared, and seek 
their agreement, unless it is unsafe or inappropriate to do so. 

3. Seek advice if you are in any doubt, without disclosing the identity of the person where 
possible. 

4. Share with consent where appropriate and, where possible, respect the wishes of those 
who do not consent to share confidential information. You may still share information 
without consent if, in your judgment, that lack of consent can be overridden in the public 
interest. You will need to base your judgment on the facts of the case. 

5. Consider safety and well-being: base your information sharing decisions on considerations 
of the safety and well-being of the person and others who may be affected by their actions. 

6. Necessary, proportionate, relevant, accurate, timely and secure: ensure that the 
information you share is necessary for the purpose for which you are sharing it, it is shared 
only with those people who need to have it, is accurate and up-to-date, is shared in a 
timely fashion, and is shared securely. 

7. Keep a record of your decision and the reasons for it – whether it is to share information or 
not. If you decide to share, then record what you have shared, with whom and for what 
purpose. 

5.3.5. In order to support the development of a consistent and standard approach, a standard 
information sharing agreement Template has been developed (Appendix B). The Information 
Governance Manager will provide advice and guidance to complete the Information Sharing 
Agreement (ISA) but the responsibility lies with the service/department to develop appropriate 
information sharing agreements. The Information Governance Manager must be informed of 
the development of an information sharing agreement at an early stage. 

6. Definitions 
6.1. Personal data is data which relate to a living individual who can be identified – 

a) from those data, or 
b) from those data and other information which is in the possession of, or likely to come 

into the possession of, the data controller,  
and includes any expression of opinion about the individual and any indication of the 
intentions of the data controller or any person in respect of the individual.  
Personal information includes name, address, date of birth, or any other unique identifier such 
as NHS Number, hospital number, national insurance number etc. It also includes information 
which, when presented in combination, may identify an individual e.g. postcode etc. 

6.2. An ISA is a set of common rules binding on all the organisations involved in a data sharing 
initiative. It is not contractually binding but is used to set good practice standards that the 
parties need to meet in order to fulfil any duty of care which exists in relation to the 
regular/routine sharing of personal information. 

6.3. Anonymised information is information that cannot identify an individual. 
 

6.4. Pseudonymised information is information that has had any data making the data personally 
identifiable replaced by another non-identifiable data e.g. the NHS number replaced with a 
random ID number. Described under the Data Protection Act 1998 to mean where the normal 
personal identifiers have been replaced by an artificially-created identifier (or code) so as to 
conceal the identity of the patient. The links between the artificial and normal identifiers (or the 
cipher) are stored separately and securely, and so the data may still qualify under the Data 
Protection Act as personal data (i.e. if the cipher and the coded data are both held by the 
same organisation). 
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6.5. Disclosure of information is a term used to describe where information is shared to comply 
with statutory obligations and may take place without the consent of the patient/service user. 
Examples include disclosure to the police and notification of births and deaths. 

6.6. Routine flows are any flows or transfers of information that are undertaken on a regular 
basis; ‘regular’ in this context could be as infrequently as once a year. 

6.7. Information Asset Owners (IAO) are senior individuals involved in the provision of service. 
Their role is to understand and address risks to the information assets they ‘own’ and to 
provide assurance to the Senior Information Risk Owner (SIRO) on the security and use of 
those assets. 

6.8. Process for monitoring compliance 
6.8.1. All staff must adhere to this policy and comply with applicable UK legislation and any 

regulatory requirements. 
6.8.2. All requests needing Caldicott approval are logged on a database. Reports will be generated 

and reviewed by the IGWG to ensure that all relevant staff are aware of the requests approved 
by the Caldicott Guardian. 

 

7. Monitoring 
 
7.1. Key Performance Indicators 

The number of data loss incidents through Ulysses reports. 
 

7.2. Compliance and Effectiveness Monitoring Table 
 
 

Monitoring Criterion Response 
Who will perform the 
monitoring? 

Information Governance Working Group 

What are you monitoring? Information sharing register is up to date 
Number of data sharing incidents 
   

When will the monitoring be 
performed? 

Every other month. 

How are you going to monitor? Via Ulysses reports. 
What will happen if any 
shortfalls are identified? 

Logged in risk registers. 

Where will the results of the 
monitoring be reported? 

Information Governance Working Group. 

How will the resulting action 
plan be progressed and 
monitored? 

The action plan will be progress by the Information 
Governance Working Group and monitored by the 
Monitoring and Compliance Committee. 

How will learning take place  Learning will be via the action plans and monitored by 
Information Governance Manager. 

 
 

8. References 
 

NHS Connecting for Health IG Toolkit https://www.igt.connectingforhealth.nhs.uk/  
 

9. Associated documentation 
 

This document refers to the following Trust policies and procedures: 
• Confidentiality Policy and Code of Conduct  
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• System Compliance with Confidentiality and Data Protection Requirements Procedure 
• Caldicott Procedure 

 
This document is referenced from the following Trust policies and procedures: 
• None 
 
This document refers to the following guidance, including national and international 
standards: 
• Information Governance Review 
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Appendix A: Version Control Sheet 
 
Version Date Author Status Comment 
0.1  Oct 2011 R Hoque Draft Initial draft 
0.2 Oct 2011 R Hoque Draft Appendix B Information 

Sharing Agreement 
Template added. 

0.3 Nov 2011 R Hoque Draft Following comments from 
Policy Review Group: 
• Formatting changed 

from 1.5 line spacing to 
1. 

• Trust logo updated. 
• 4.1 updated. 
 

1 Apr 2012 R Hoque Final Ratified by Governance 
and Risk Committee. 
• Document owner 

changed to Director of 
Finance and 
Resources. 

2 May 2014 R Hoque Draft • Sections re-ordered 
with new monitoring 
table. 

• Updated 
responsibilities and 
section of Caldicott. 

2 July 2014 R Hoque Ratified  
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Appendix B: Information Sharing Agreement 
 

Information Sharing 
Agreement May 2014  
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