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1. Introduction 
Requirement 308 of the Information Governance Toolkit states a documented policy 
for the secure transfer of hardcopy and digital person identifiable and sensitive 
information must be in place.    

The North East Ambulance Service (Trust), like other NHS organisations, has a legal 
duty to keep all personal information secure. This duty originates from common law, 
data protection and human rights legislation.  

All staff within the Trust must therefore safeguard the integrity, confidentiality, and 
availability of personal information.  

This policy provides staff with guidance on how to transfer personal information 
securely in line with national and local best practice and legislative requirements, 
e.g. the use of safe haven fax and encryption (see Data Encryption Policy). 

Transferring personal information may be on an individual basis or as a bulk transfer. 
Examples of personal information transfers include: 

• Transfer of patient report forms from an ambulance station to headquarters.  
• Several person-identifiable electronic records sent via email to somebody 
outside the organisation. 
• Faxing person-identifiable information outside the organisation. 

However, there are a number of considerations that must be made before staff 
deicide to transfer personal information which is outlined in the section 
‘Considerations and Methods of Transfer’.   

The Trust is also obliged to identify, map and risk assess routine transfers of person 
identifiable and sensitive information in all areas ensuring risks are appropriately 
recorded in the risk register along with the actions taken to secure the information. 
This is recorded in the information mapping section of the online Information 
Governance Toolkit. 

2. Purpose 
The overall purpose of this policy is to inform staff on best practice when transferring 
personal information. This is to reduce the risk of unauthorised disclosure of such 
information that could lead to a breach of confidentiality.  

The policy also identifies the risks when transferring personal information and 
requires staff to consider these in line with the Caldicott principles prior to any 
transfer of personal data. The policy requires staff to consider the various methods 
available to transfer personal information and to ensure that security provisions are 
applied to every selection.  

The policy is a statement of what the Trust intends to do to ensure compliance with 
safe haven principles.  It is not a statement of how compliance will be achieved as 
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this will be a matter for operational procedures. However, guidance is also contained 
within this document. 

Guidance posters will be placed in appropriate locations throughout the Trust. 

3. Scope 
This policy covers all aspects of information within the Trust including, but not limited 
to: 

• Patient / client / service user information 
• Staff Information 
• Corporate Information 

This policy should be adhered to by all staff employed by the Trust and / or with a 
responsibility for Trust data, which may include contractors or staff employed by 
other organisations but working on behalf of the Trust.  

This policy covers all methods of transferring personal information, including, but not 
limited to: 

• Email  
• Fax 
• Post 
• Telephone / answer phone  
• Computer systems / electronic media 

4. Duties - Roles & Responsibilities 
 Trust Board 4.1

The Trust Board is collectively responsible for ensuring that the information risk 
management processes are providing them with adequate and appropriate 
information and assurances relating to risks against the Trust’s objectives. 

 Chief Executive 4.2

The Chief Executive is the accountable officer for information security and 
confidentiality within the Trust.  

 Director of Finance and Resources and SIRO 4.3

The Director of Finance and Resources is the Sponsor of this Policy and has overall 
responsibility for the development and regular review of policies within their areas of 
responsibility. The Director of Finance and Resources has dual responsibility as 
Senior Information Risk Owner (SIRO). 

The SIRO has a responsibility to: 
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• Oversee the development of an Information Risk Policy and its 
implementation. 

• Take ownership of risk assessment process for information risk. 
• Review and agree action in respect of identified information risks. 
• Ensure the Board is adequately briefed on information risk issues.  
• Ensure that the Trust approach to information risk is effective in terms 

of resource, commitment and execution and that this is communicated 
to all staff. 

  Information Asset Owners (IAOs) 4.4

        Information Asset Owners (IAOs) have a responsibility to: 

• Understand and address risks to the information assets they are 
responsible for. 

• Mitigate all risks to an acceptable level and add to these to their risk 
register.  

• Provide assurance to the SIRO in regards to information risk 
management. 

• Providing assistance with the mapping of data flows and ensuring 
information asset registers are accurate and up to date. 

• Work closely with Information Asset Administrators (IAAs) to ensure 
policies and procedures are adhered to and all actual or potential 
security incidents have been recognised and reported where 
necessary. 

 Caldicott Guardian 4.5

The Caldicott Guardian, Director of Clinical Care and Patient Safety, has 
responsibility to: 

• Safeguard and govern uses made of patient information within the 
Trust, as well as data flows to other NHS and non-NHS Organisations. 

• Oversee the establishment of procedures governing access to, and the 
use of, person-identifiable and, where appropriate, the transfer of that 
information to other bodies. 

 Information Governance Working Group (IGWG) 4.6

The IG Working Group (IGWG) has a responsibility to: 

• Develop and support the implementation of the Transfer of Personal 
Information Policy and procedures. 

• Ensure that the Trust meets national and legislative requirements 
around the transfer of personal information as well as obligations 
specified by the IG Toolkit. 

 Line Managers 4.7

Line Managers have a responsibility to: 
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• Ensure all current, new and temporary staff are instructed in their 
responsibilities in relation to transfer of personal information and work 
in a manner consistent with this policy. 

• Investigate and take relevant action on any potential breaches of this 
policy, i.e. complete an incident report form. 

• Ensure that safe havens are secure and authorise access to 
appropriate staff. 

• Ensure staff have access to relevant policies and procedures. 

 All staff 4.8

All staff have a responsibility to: 

• Make themselves familiar with the various methods of transfer in order 
to choose the most appropriate method for each transfer of information. 

• Adhere to this policy and guidance when transferring or receiving 
personal information. 

• Bring to the managers attention areas of concern regarding the transfer 
of personal information. 

• Seek advice from the Information Governance Manager when unsure 
about the most appropriate methods of transferring personal 
information. 

5. Glossary of Terms 
This policy uses the following terms: 

Term Description 

Personal Data Data which relates to an individual who can be identified 
from that information or in conjunction with any other 
information that is or may come under the possession of the 
data controller. This data can also include any expression of 
opinion about an individual or information provided under 
professional opinion.  
 
Examples of personal information includes name, address, 
date of birth, or any other unique identifier such as NHS 
Number, hospital number, national insurance number etc.  It 
also includes information which, when presented in 
combination, may identify an individual e.g. postcode etc. 

Sensitive personal 
data 

Defined in Schedule 3 of the Data Protection Act as data 
regarding an individual’s race or ethnic origin, political 
opinion, religious beliefs, trade union membership, physical 
or mental health, sex life, criminal proceedings or 
convictions.  These data are subject to more stringent 
conditions on their processing when compared to personal 
information. 
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Term Description 

Safe Haven 
 

A location (or in some cases a piece of equipment) situated 
on Trust premises where agreements are in place to ensure 
person identifiable information can be held, received and 
communicated securely. 

Information Assets 
 

Information Assets include; 
• Personal information e.g. content within databases, 

archive and back-up data, audit data, paper records 
• Software e.g. application and system software, 

development and maintenance tools 
• Hardware e.g. PCs, laptops, USB sticks, PDAs 

System / process documentation e.g. system information 
and documentation, manual and training materials, business 
continuity plans. 

Bulk Transfer Defined as the transfer of 21 or more electronic or paper 
records. For example, for electronic information this would 
include a spreadsheet with 25 records and for paper 
information this could be an envelope containing 30 
individual letters being sent to another organisation. 

Routine Flows Any flows that are undertaken on a regular basis. ‘Regular’ 
could be as infrequent as once per year. 

NHS mail NHS.net) is the e-mail and directory service specifically 
designed to meet the needs of NHS staff which allows e-mail 
to be sent in an encrypted form. It is the Department of 
Health (DH) approved e-mail service for securely exchanging 
personal data between NHS and other public sector 
approved organisations and needs to be used by both 
sender and recipient 

Encryption The process of converting information into a form 
unintelligible to anyone except holders of a specific key or 
password. 

Information Sharing 
Agreements 

Set out the basis for the secure transfer and use of routine 
flows of personal data across organisational boundaries. 

Removable Media A term used to describe any kind of portable data storage 
device that can be connected to and removed from a 
computer e.g. USB sticks, CDs / DVDs, PDAs. 

6. Policy Content 
 Legal and Professional Obligations 6.1

A number of Acts and guidance dictates the need for safe haven arrangements to be 
set in place, they include: 

• Data Protection Act 1998 (Principle 7): “Appropriate technical and 
organisational measures shall be taken to make personal data secure”. 
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• NHS Code of Practice: Confidentiality Annex A1 Protect Patient 
Information “Care must be taken, particularly with confidential clinical 
information, to ensure that the means of transferring from one location 
to another are secure as they can be”. 

 

 Risks in Transferring Personal Information 6.2

There are a number of risks associated with transferring personal information. 
Examples of such risks include: 

• Information being lost, damaged or intercepted in transit e.g. stolen 
laptops, lost memory sticks, opened envelopes. 

• Information sent to the wrong address via e-mail, post or fax. 
• Confidential conversations being overheard. 
• Personal information not being disposed of appropriately. 

In order to minimise the risks, staff must carefully choose the most appropriate 
method of transferring personal information; In general the following criteria must be 
considered for the transfer of information in both hardcopy and digital formats: 

• Adequate protection from interception, copying, modification, 
misrouting and destruction. In the case of digital information (including 
email file attachments) this includes protection from malicious code. 

• Assurance measures such as physical spot checks of compliance with 
policies and procedures, technical monitoring of communication traffic. 

• Assurance measures, such as incident reporting analysis to evaluate 
the effectiveness of the security controls in place. 

Whilst the transfer of all personal information has risks, bulk transfers (see glossary) 
are generally considered the greatest risk.  

Should these risks occur and personal information is compromised, there is an 
impact on the following: 

• Individuals – whose information has been put at risk. 
• Staff – whose actions placed the information at risk and may have 

breached local policy, which could lead to disciplinary action. There 
may also be legal implications if they have breached legislation such as 
the Data Protection Act 1998.  

• Organisations – a breach of confidentiality may have an impact on the 
organisation in terms of reputational damage or lack of trust or 
confidence from the public and could lead to potential prosecution 
under information legislation. The Trust may also incur a monetary 
penalty from the Information Commissioners Officer, who has the 
power to fine organisations up to £500,000.  

All information security incidents relating to the transfer of personal information must 
be reported following the Trust risk and incident reporting procedure. All IG related 
risks are regularly reviewed by the Information Governance Working Group via the 
Information Governance Risk Register.  
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It is important that all staff report any incidents in regards to the transfer of personal 
information to avoid similar incidents reoccurring but also so constructive action can 
be taken and lessons learnt shared. 

 Use of Caldicott Principles 6.3

All staff must ensure that the following Caldicott principles have been considered and 
satisfied before any personal information is transferred and shared: 

• Justify the purpose for which the information is needed. 
• Only use personal information when absolutely necessary. 
• Use the minimum personal information possible. 
• Access to the information is on a strict need to know basis. 
• Everyone is aware of their responsibilities to respect the confidentiality 

of personal information. 
• Understand and comply with the law. 
• The duty to share information can be as important as the duty to 

protect patient confidentiality. 

For further information regarding the Caldicott processes, please refer to the 
Caldicott procedure. 

 Mapping Data Flows 6.4

In order to appropriately manage information risk, we need to understand what 
information we hold and how this is being transferred both within and outside the 
organisation.  

All NHS organisations have an obligation to identify routine transfers of information 
(see definitions) to and from the organisation, particularly personal information, and 
to risk assess the methods whilst considering the sensitivity of the information being 
transferred.  

Transfers of all information must comply with professional standards and relevant 
legislation such as principle 7 of the Data Protection Act 1998, which requires that 
‘appropriate technical and organisational measures to be taken against unauthorised 
or unlawful processing of, and accidental loss or destruction of, or damage to, 
personal data’.  

Information Asset Owners (IAOs) and Information Asset Administrators (IAAs) will be 
the point of contact for the review of information flows within the Trust and must 
regularly review these to ensure the information asset register is accurate and up-to-
date.  

All new routine flows must be authorised, before any information is transferred, by 
the Information Governance Manager in conjunction with the Caldicott Guardian, 
who will take into account the content, format and method of transfer.  

A log will be held by the Trust IG team of all routine personal information flows.  
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Consideration must also be given as to whether an information sharing protocol is 
appropriate for a particular flow. 

 Developing a safe Haven Culture 6.5

The term ‘safe haven’ originally referred to the location of fax machines but has since 
grown to include other means of transferring data such as e-mail; post etc.  

This growth has contributed to the development of a ‘safe haven culture’ that 
ensures good practice when transferring personal information.  

The key safe haven principles, identified by the NHS Executive, are that: 

• Each organisation should establish safe haven administrative 
arrangements to safeguard confidential person-identifiable information. 
This includes having one designated contact point. Ideally, all information 
exchanged between NHS organisations should pass between safe haven 
contact points. 

• All members of staff (including, for example, switchboard operators and 
post room staff) should be made aware, at least in general terms, of the 
policies and procedures surrounding safe haven access. 

• Safe haven procedures should be fully documented, approved by the 
Caldicott Guardian and agreed by senior management. 

To support staff in applying and promoting a safe haven culture, the Trust will ensure 
the following location / security requirements for safe havens are in place:   

• Safe Havens should be in a room that is locked or accessible via a coded 
key pad known only to authorised staff or the office or workspace should 
be sited in such a way that only authorised staff can enter that location i.e. 
it is not an area which is readily accessible to any member of staff who 
work in the same building or office, or any visitors. 

• If sited on the ground floor any windows should have locks on them. 
• The room should conform to health and safety requirements in terms of 

fire, safety from flood, theft or environmental damage. 
• Manual paper records containing person-identifiable information should be 

stored in locked cabinets. 
• Computers should be not left on view or accessible to unauthorised staff 

and have a secure screen saver function and be switched off when not in 
use. 

• Equipment such as fax machines in the safe haven should have a code 
password and be turned off out of office hours. 

• Information should be held on the organisation’s network servers, not 
stored on local hard drives.  Departments should be aware of the high risk 
of storing information locally and take appropriate security measures. 

 Considerations and Methods of Transfers 6.6

Before transferring personal information, there are a number of considerations to be 
made in order to decide which method of transfer is the most appropriate.  Careful 
consideration must be given based on the: 
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• Type / format of information 
• Location of the information to be transferred to and from 
• Amount of information to be transferred 
• Types of methods of transfer available 
• Speed of delivery 
• Cost 
• Potential risk to the method of transfer 
• Patient / service user choice 

Depending on the above considerations, the following methods are available to 
transfer personal information. 

6.6.1 Fax machines 

The Trust’s safe haven fax machines are sited in areas that are restricted to those 
who need to access the information i.e. away from public areas and in a locked room 
or in an area / building accessible by a key pass.  

The Trust safe haven fax machines can be found in the following areas; 

• Chief Executive’s Office 
• Contact Centre 

 

Please note that a log will be kept for Safe Haven fax use.  

Person-identifiable information must only be sent by fax when absolutely necessary.  
If the recipient is another NHS organisation, the information must be sent to its safe 
haven fax (the numbers of which are contained in the Safe Haven Directory at:  

http://systems.hscic.gov.uk/data/ods/searchtools/safehaven/index_html 

The following points must be adhered to: 

• Preset (autodial) should be programmed into the fax machine in 
preference to manual dialling to minimise risk of misdialling.  

• Use a fax cover sheet that contains a confidentiality statement, for 
example: 

“This fax is confidential and intended only for the individual or entity to whom it 
is addressed.  If you are not the intended recipient (or responsible for delivery) 
of this fax and its attachments, please notify the sender and destroy the 
transmission and any copies made.  The confidentiality of this fax cannot be 
guaranteed unless the contents are exempt from the FOI Act 2000.” 

Where a safe haven fax does not exist, it is best practice to: 

• Verify the fax number with the recipient. 
• Contact the intended recipient to ensure they are available and to allow 

them to prepare to receive the fax within the agreed timescale e.g. for 
non-routine flows. 

http://systems.hscic.gov.uk/data/ods/searchtools/safehaven/index_html
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The responsibility for the correct dispatch of all fax messages rests with the sender.  
If there is any doubt do NOT send the document by fax transmission. 

Ensure a code or password is used if the facility exists on the machine. 

Staff working in the safe haven area, must forward confidential information to the 
recipient in a sealed envelope, marked ‘Confidential’. 

6.6.2 eFax 

eFax software allows users to send or receive a fax via a computer rather than a fax 
machine.  The IG risks for eFax are therefore a combination of the risks linked to 
email and standard fax communications.  There is currently no eFax service 
recognised as being sufficiently secure to support the routine transfer of service user 
data. 

Fax machines have been removed from Trust ambulance stations.  If a document 
containing personal information is required to be faxed, then it is recommended that 
the user scans the original document using an available multifunction printer and 
emails the document to their own email address first, and then forwards it to the 
intended recipient following the email guidance below. 

Where a document is to be sent to a destination where only the fax number is known 
(typically external organisations who do not advertise an email address) it is 
recommended that users request alternative email contact details from these 
organisations to which documents can be sent.  Alternatively, the document could be 
emailed to a colleague at HQ who could forward the document by fax using one of 
the HQ fax machines. 

6.6.3 E-mail 

The strategic NHS email system ‘NHSmail’ (xxx.xxx@nhs.net addresses) has been 
designed to ensure the security and confidentiality of NHS information in transit 
between account holders and benefits through the integration of strong encryption 
technology that automatically encrypts messages in transit.   

NHSmail is currently the only NHS approved method for exchanging patient data by 
email, but only if both sender and recipient use an NHSmail account or if sending to 
another government secure domain (see Appendix C) 

Personal information sent by e-mail must be encrypted unless it is being sent from 
one individual to another on the same network (e.g. within TRUST), or when 
networks are connected via a secure link such as NHSmail and local authorities 
using the GSi network. Staff who require an NHSmail account must log this with the 
IM&T Service Desk, who will be able to assist.  

If the recipient is outside of the NHS.net email system, advice should be sought from 
the IM&T Service Desk on a secure method of transfer, 

All staff should ensure that there is a secure link when using email as a method of 
transferring personal information and should not assume you are on the same 
network just because you work for the same authority such as the NHS.  
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Please note that password protection is not an effective means of securing data and 
staff should never accept this as an adequate security provision to transfer personal 
information.  

When e-mail messages contain any confidential information they must be clearly 
marked ‘confidential’ in the subject heading and also in the email settings (select 
under properties ‘confidential’ settings in the sensitivity section).  

No service user identifiable information should be contained in the subject heading. 

Such e-mail messages must also incorporate a confidentiality statement, along the 
following lines: 

‘The Trust accepts no responsibility or liability for the contents of this email or 
any changes made after the original email.  Any views or opinions presented 
are solely those of the sender and do not necessarily represent those of Trust 
unless otherwise specifically stated.  If you are not the intended recipient (or 
responsible for delivery) of this email and its attachments, please notify the 
sender and delete the email and any copies made.  The confidentiality of this 
email cannot be guaranteed unless the contents are exempt from the FOI Act 
2000’. 

Person identifiers should be removed wherever possible and only the minimum 
necessary information sent. 

Ensure the recipient is expecting the information so that it can be acted on without 
delay. 

It is advised that voting and tracking options are applied to monitor the delivery / 
receipt of emails containing person identifiers. 

Under no circumstance should person identifiable information be sent to personal 
email address e.g. Hotmail, yahoo etc. and staff should not access or work on this 
type of information via Outlook home access or on their personal devices (laptops, 
PC’s, phones, USB sticks) as a copy may be stored on the equipment even after the 
user has deleted it. 

Emails containing person identifiable or sensitive information must be stored 
appropriately on receipt or when sharing and incorporated within the individuals 
record then deleted from the email system. 

6.6.4 Post 

The chosen transfer method should be adequately secure and cost effective.  It may 
be acceptable to the organisation to routinely post letters which contain the personal 
details of one service user but this may not be acceptable for a letter containing 
sensitive details of a number of identifiable service users.  

All outgoing post should be taken to the post room in the reception area and clearly 
marked according to the information’s classification i.e. private and confidential, for 
addressee only.  



Transfer of Information Policy 

Version 3 POL-F-IMT-11 Page 16 of 26 

Pigeon holes are adjacent to the postal room and supervised by postal and reception 
staff. It is the responsibility of all staff to ensure pigeon holes are frequently checked 
and post is collected.  

Incoming post should be opened away from the public areas and in a locked room or 
in an area that is accessible by key pass only.  

Patient health records and other records, including correspondence etc., must be 
handled and stored in a secure fashion.  Detailed procedures relating to the 
collection, transportation, sharing, retention and disposal of patient clinical records 
are contained within the Records Management Policy.  

No sensitive records may be stored in unsupervised public areas at any time. 

Items not marked with a name or department, and are not labelled ‘Private & 
Confidential’ should be opened by the post staff to establish whom it belongs to. 

Any unmarked items that contain person-identifiable information should be placed in 
a sealed envelope and passed to the appropriate individual. Staff should treat this as 
an information security breach and complete an incident report form in line with the 
Trust policy. 

If there is any question as to the appropriateness in respect of the above, then the 
item(s) should be placed in a sealed envelope and passed to the Information 
Governance Manager.  This applies equally to mail sent internally as it does 
externally. 

6.6.5 Internal Mail 

When records are sent in the internal post an assessment must be made as to the 
risk of loss. If the loss of those records could compromise patient care or create a 
serious breach of confidence the following procedure must be followed.  

Records must be transferred in an envelope which can be securely sealed, be 
clearly addressed to a named individual including their title and location and be 
marked Private and Confidential. If an envelope is reused cross out the previous 
address. 

If staff need to send records urgently then they should contact the intended recipient 
in advance to ensure that they are not on leave or working away from their base. 

6.6.6 Verbal communications, including telephones 

Requests for person-identifiable information from other parts of the NHS must be 
verified to confirm the person making the request has a right to know before release 
of any sensitive information. 

Person-identifiable information should not be discussed on telephones that have 
‘hands free’ capability unless they are situated in a single user office or car, and only 
those persons who need the information are present.  Headsets should be used in 
the Control Room so that only the Control Assistant is aware of the information being 
passed. 
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When taking a telephone call, be aware of the information that cannot be divulged 
over the telephone:- 

Requests for information under both the Data Protection Act 1998 and the Freedom 
of Information Act 2000 cannot be accepted over the telephone.  The caller must be 
asked to make their request in writing. 

Requests for information from the press or media must be forwarded on to the PR 
and Communications Officers. 

The Police, on occasions, will request information that is required immediately, and / 
or is part of a criminal investigation.  This can be disclosed over the telephone 
however, details of the information disclosed and to whom, must be recorded on the 
“Request for Personal Data” (section 29(3) Data Protection Act).  

The following steps should be taken when person-identifiable information is 
requested over the telephone: 

• Confirm the name of the person making the request along with their job 
title, department and organisation (if applicable). 

• Establish the reason for the request. 
• Take a contact telephone number.  This should be a main switchboard 

number not a mobile or direct line number. 
• If you are in any doubt of the caller’s identify, call them back. 
• If in doubt, check the information can be released and telephone the 

caller back.   
• Provide the information only to the person making the request – do not 

leave a message either with somebody else or on an answering 
machine. 

6.6.7 SMS Text Messages 

There are various potential applications for text messages in the provision of 
services, e.g. service user appointments.  The benefits of using text messages to 
convey personal information must be weighed against the risks.  Key considerations 
when using text messages are: 

• Is the mobile phone number correct? 
• Is the mobile phone receiving the text message being used by the 

intended recipient of the message? 
• Has the message been received, and what provision is there to audit 

message receipt? 
• Text messages are normally stored on SIM cards and are typically only 

cleared when overwritten (not necessarily when erased) - as mobile 
phones are easy to misplace or may get stolen, there is a danger of a 
breach of confidentiality occurring that the patient / service user may 
find distressing or damaging. 

Text messages should not be used to convey sensitive information and the use of 
text messages for the transfer of personal data should be kept to a minimum, e.g. an 
appointment reminder does not need to include the name of the specific clinic. 
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When consent is sought for appointment reminder services, service users should be 
informed of what information will be included in standard SMS messages sent to 
them via the service and the option to opt out must be available on request. 

 Other methods of Transfer 6.7

This policy highlights the main ways in which the transfer of personal information is 
likely to be transferred.  The same careful considerations must be applied to all 
methods of transfer, particularly in regards to the security and confidentiality risks 
when transferring personal information.  Further advice or guidance is available from 
the IG Team.  

Cloud based services should be avoided e.g. Dropbox. 

Personal information sent via email should under no circumstance be printed and 
removed from Trust premises. 

 Paper Records Taken Away from Trust Premises 6.8

All staff must seriously consider the need for taking person identifiable records out of 
their base with them. This should only happen when absolutely essential and there is 
no other method available for accessing/recording the information required. Staff 
must not carry around more information than is necessary. 

It is recognised that it may be necessary to remove records from their base and the 
guidelines below should be followed to reduce the risk of the records being accessed 
by an unauthorised person, lost or stolen. These guidelines are also applicable to 
HR staff transporting staff records. 

Only take the minimum amount of information required and consider whether you 
actually need the notes in order to carry out your work.  

Records should not be removed for general administration purposes, e.g. writing 
routine reports.  

Record the removal and return of files taken away from the workplace.  

Records should be stored and carried in a secure bag/case. Records should not be 
carried ‘loosely’ as this increases the risk of dropping them and losing something. 

Records should be kept separate to laptops and other valuable items to reduce the 
risk of theft. 

It is the responsibility of the staff member to ensure all reasonable precautions are 
taken to maintain the safeguard of information and they must not be left in the car 
overnight.  

Care must be taken in order that members of the family or visitors to the house 
cannot gain access to the records. This practice should only occur if the member of 
staff is not returning to their base after the working day or the records are required 
for the next working day. Staff must have the agreement of their manager if it is 
necessary for them to work in this way. 
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Records should not be away from base for more than one working day i.e. if a 
member of staff is not returning to base at the conclusion of their working day, the 
records taken out on visits must be returned on their next normal working day. 

There may be exceptional circumstances that mean that this is not possible i.e. if a 
member of staff goes off sick before returning the notes. In this situation the records 
should be returned as soon as is practically possible. Managers may have to make 
arrangements to retrieve records if they are required whilst the member of staff is off 
for a period of time. 

 Tracking Records 6.9

When an assessment has be made as to the risk of loss and the loss could 
compromise patient care or create a serious breach of confidence the following 
procedure must be followed.  

The person responsible for sending or taking records must log:  

• The name and type of records removed, including any unique 
identifying number,  

• The reason for removal and whether likely to be temporary or 
permanent if known,  

• The date of removal,  
• The person the record is being sent / handed over to, Method of 

transfer,  
• The date notified that the records have arrived at their destination 

including name of person confirming receipt, if appropriate.  
• The date records return to base, if appropriate. 

Where data is received in an insecure manner from another sender recipient should 
notify the sender and request that any future information must be sent securely. 

 Sharing Information with Other Organisations (Non NHS) 6.10

Information sharing with non-NHS organisations must meet NHS Caldicott standards 
to safeguard confidential information, otherwise this cannot be disclosed. In all 
cases, staff should seek approval from the Information Governance Manager and 
Caldicott Guardian before transferring any personal data.  

Trust employees who are authorised to disclose person-identifiable information to 
organisations outside the NHS must also seek assurance that these organisations 
have a designated safe haven point for receiving personal information or that all 
information is sent in a secure manner i.e. encrypted. 

6.11 Information Sharing Agreement 

When sharing personal information with any organisation on a regular basis for a 
particular purpose, it is good practice to implement an Information Sharing 
Agreement to determine and agree exactly what data will be shared, how the data 
will be shared and with whom. 
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6.12 Transferring Personal Information outside the UK 

There are a number of additional requirements and legal obligations surrounding the 
transfer of personal information outside the UK.  If any staff have a need to do this, 
they must seek guidance from the IG Team. 

7. Training Required for Compliance with this Policy 
All staff to receive Mandatory Information Governance Training on an annual basis. 

8. Equality and Diversity 
The Trust is committed to ensuring that, as far as is reasonably practicable, the way 
we provide services to the public and the way we treat our staff reflects their 
individual needs and does not discriminate against individuals or groups on the 
grounds of any protected characteristic (Equality Act 2010).   

9. Monitoring Compliance with and Effectiveness of 
this Policy 

 Compliance and Effectiveness Monitoring 9.1

Arrangements for the monitoring of compliance with this policy and of the 
effectiveness of the policy are detailed below.  
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 Compliance and Effectiveness Monitoring Table for this policy 9.2

Process in the 
policy 

Monitoring and audit 
Key Performance 
Indicators (KPI)/ 

Criteria  

Method Who By Committee  Frequency Learning/ Action Plan 

Compliance with 
Trust policy 
template, format 
and ratification 
process 

• Style, format and 
template 

• Explanation of terms 
used 

• Consultation 
process 

• Ratification process 
• Review 

arrangements 
• Control, including 

archiving 
arrangements 

• Associated 
documents 

• Supporting 
references 

• Monitoring section in 
policy 

Assessing all new 
and reviewed 
policies against the 
guidance through 
presentation to 
relevant approval 
groups 
 
 

Author and 
approval groups 

ISWG Ongoing 
 

To be developed as 
necessary 

Monitoring and 
reporting on 
Policy compliance 

0 Number of fax related 
incidents 
. 
0 Number of email 
related incidents. 

0 Number of internal mail 
related incidents. 

0 Number of external 
mail related incidents. 

0 Number of SMS 
related incidents. 

Via Safeguard 
reports 

IG Dept and 
IGWG 

IGWG Bi-monthly Add to risk registers 
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10. Consultation and Review of this Policy 
The original Policy was consulted with members of the Information Governance 
Working Group in September 2014. 

This policy has been reviewed in consultation with: 

• IGWG 
 
The Policy will be reviewed every three years unless there are significant 
revisions to be made. 

11. Implementation of this Policy 
This Policy is to be implemented Trust wide through staff briefings, newsletters, team 
brief, divisional meetings and once ratified uploaded to QPulse. 

12. References 
This document refers to the following guidance, including national and international 
standards: 

• Data Protection Act 1998 
• Freedom of Information Act 2000 

www.ico.org.uk 
 

• NHS HSCIC IG Toolkit 
www.igt.hscic.nhs.uk 
 

• Confidentiality NHS Code of 
Practice https://www.gov.uk/government/uploads/system/uploads/attac
hment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf 

 
 

13. Associated Documentation 
This policy refers to the following Trust documents: 

• Data Protection Policy  POL-F-IMT-4 
• Information Risk Policy  POL-F-IMT-6 
• Records Management Policy  POL-F-IMT-10 

http://www.ico.org.uk/
http://www.igt.hscic.nhs.uk/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
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• Data Encryption Policy POL-F-IMT-2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



Transfer of Information Policy 

Version 3 POL-F-IMT-11 Page 24 of 26 

14. Appendices 
14.1 Appendix A Process Flowchart  

Quality Assurance Assistant informed of intention to review 
 

Existing Policy 
 

Amendments made using new template 
 

Reformatting only –no consultation 
 

Executive Directors signature obtained 
 

Policy Approval pack completed 
 

Pass to Quality Department (Hard and 
Electronic) 

 

Reviewed by Quality Department  
 

Quality Department add details and upload 
to QPulse 
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 Appendix B Sending Person Identifiable Information (PII) via email 14.2

 

The following table clarifies which email addresses are secure for exchanging PII. 

Option Email 1 Email 2 Approved for PII 
1. *@neas.nhs.uk *@neas.nhs.uk  

2. *@neas.nhs.uk 
 

*.nhs.uk  

*@nhs.net  

Any other email  

 
 
 
 
 

5. 

 
 
 
 
 
*@nhs.net 

*.nhs.net  

*.gsi.gov.uk  

*.pnn.police.uk  

*.police.uk   

*.gse.gov.uk  

*.gsx.gov.uk  

*.gcsx.gov.uk  

*scn.gov.uk  

*cjsm.net  

*.mod.uk  

*.nhs.uk  

*@neas.nhs.uk  

Any other email  

Notes: 

• Please ensure that the name and email address of recipient are correct. 
• Person identifiers should be removed whenever possible and only the minimum 

necessary information sent. 
• Ensure a suitable subject heading is used i.e. not including person identifiers. 
• Ensure email is clearly marked as confidential and the information is minimised 

as per Caldicott. This can be done by setting the email sensitivity to ‘confidential’ 
within message options. 

• Ensure the recipient is expecting the information so that it can be acted upon 
without delay. 

• It is advised that voting/tracking options are applied to monitor the 
delivery/receipt of emails containing person identifiers. 

• Person identifiable information should not be sent to personal email addresses 
e.g. Hotmail, yahoo etc. 

Before transferring any information the Caldicott principles should be applied. These 
are: 

• Principle 1: Justify the purpose(s) of which the information is needed. 
• Principle 2: Do not use personally identifiable information unless it is absolutely 

necessary.  
• Principle 3: Use the minimum person identifiable information possible. 
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• Principle 4: Access to personally identifiable information should be on a strict 
need to know basis. 

• Principle 5: Everyone should be aware of their responsibilities to respect the 
confidentiality of personal information. 

• Principle 6: Understand and comply with the law. 
• Principle 7: The duty to share information can be as important as the duty to 

protect patient confidentiality. 
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